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The ADELTA.FINANZ AG
KeyFacts

Full-service factoring provider, owner-managed

Purchased receivables 2020: approx. 148 TSD Volume: 277 million
Purchased receivables 2021: approx. 150 TSD Volume: 314 million

Number of customers (vendors)
approx. 750 customers

58 employees
Head office location Diisseldorf, nationwide

Nico Teutsch, COO, with ADELTA.FINANZ AG since 01.06.2022

Responsible for Operations,
Customer and accounts receivable management, credit risk and process
management

Until 30.05.2022 - Head of Process Management at IKB Deutsche
Industriebank AG




The Importance of Roles!

Why Roles?

= Roles are a simple method to distribute responsibilities

= Roles help companies to understand what tasks need to be
done in a team/area/company

= Roles are the smallest organizational unit

1 New Narratives #14, page 48ff




The Importance of Roles!

What are Roles?

= |n contrast to a position or a job, roles are intended to be
more small-scale and modular, allowing responsibility to be
distributed flexibly. Each role describes a clearly defined
area of responsibility that can also be transferred from one

person to another.

1 New Narratives #14, page 48ff




The importance of roles?

In order to classify:

=  One person can easily fill multiple roles; but the more there
are, the better the self-organizing ability of the person
assigned to the role should be (they must be able to
prioritize across many roles).

= Each organizational unit should define and assign a few
standard roles. This can work on different levels, e.g. a
moderation role but also a specific technical role.

1 New Narratives #14, page 48ff




Position vs. Rolel

Position

= A position is rigid. A company advertises it and looks for a person to
fill the position.

= A position is broadly defined. In classical organizations, each person
holds exactly one position to be filled full time.

= The salary is linked to the position. In classical organizations there are
fixed rules for this. So if you move to another position, you (usually)
get a different salary.

= As already indicated: In classic organizations, each employee has
exactly one position. If a new activity is needed, a new position is
needed for it, which is filled with a new employee.

1Klein, Hughes: The Loop Approach, page 109




Position vs. Rolel

Role

= Arole is flexible It is only created and filled when there is a Roles can be assigned to tasks, roles require
there is a need for it. And abolished at any time when the need is (IT) resources, roles can be assigned to
fulfilled. organizational units.

= Arole is precise and thought of from a need. Do you need someone who = Roles can be managed in ADONIS

takes care that new customers are entered into the CRM system? Then a
role can be created for that.

= Arole is not directly relevant to compensation. This was not going to

work, if only because most employees have multiple roles. So new Idea: Merge roles and IT authorizations in
criteria for fair compensation are needed. ADONIS

" |[n role mode, employees have several roles at the same time. These — Development of an overarching role
require different amounts of time and are partly located in other teams. model

Depending on the prioritization, an employee fills his or her respective
roles with varying intensity.

1Klein, Hughes: The Loop Approach, page 109




Added value of an overarching

Role Model

Develop roles

* Collect activities
e Cluster activities into roles
* Formulate name and purpose/use

* Assign roles

Role administration (optimize)

Role-Life-Cycle - Reduction of effort for ordering and withdrawing, because
ideally only the corresponding role has to be assigned according to demand.

User-Life-Cycle - transparent implementation of Joiner / Mover / Leaver
processes, because it is clearly defined when which role has to be assigned
how/who to assign it to

Responsibilities - by means of a transparent role model, responsibilities
(DEMI) can be assigned in a comprehensible manner.

User-friendliness - recognition of the procedural and organisational structure

Recertification - significant reduction of effort during recertification
- no check on an individual rights basis and/or individual user basis




Added value of an overarching
Role Model

Regulatory requirements

e BAIT 5.23 - "User authorization management ensures that the
authorizations granted are designed in accordance with the organizational
and functional requirements of the institution". o

» Separation of functions - avoidance of procedural conflicts through
conflict-free modeling Avoidance of toxic authorization combinations v

* Minimal principle - users only have permissions that are required for the 2
activity and are clearly assigned to them.

A uniform role model guarantees regulatory compliance while
simultaneously increasing efficiency



Best practice approach for an overarching role model

The role model bundles authorizations in basic, OU and request roles,
each of which refers to basic functionalities, OU-specific functionalities or
functional activities.

Individual rights are assigned in addition to the three profile
types with bundled authorizations. These rights have neither an
OU nor an activity reference.

e.g.: project drives

e.g.: application roles for

Addltlonal rO”er Additional profiles bundles authorizations that are required to
additional activities

perform an additional activity (e.g.: outsourcing manager).

e.g.: activity-dependent The requirements profile bundles activity-dependent
application roles Re Uest I’Ole authorizations that are required to perform the specialist
pp
function.
e.g. team drives and mailboxes
— O E I”Ol I The OU profile bundles authorizations that can be uniquely
assigned to an OU and the processes located there.

e.g.: Login-PC, Outlook... E—

The basic profile bundles basic authorisations to be assigned to
each company employee.

Basic role

The role model ensures the congruence required by supervisory law.
of IT authorizations to business requirements is ensured.



Role as central object
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Object IT-authorization

Objekte ® G ACC RW 1r
Daily import from master system
| Fiter. Q x| - = i - Y imp y
Name Version Status Yo Standard >
1D: ofe -
v B Murex Projekt e Inventory reconciliation or
v B Murex modification of the individual rights
@, ACC_RW Name: )
G ADMIN ACC_RW . . ..
After creation, IT authorization can
% BO_BND Beschreibung: € .
% BO_PAY_ALL Accounting Read Write be aSSIgned to d r0|e
@ BO_SDM
Kritikalitat: . . .
% BO_VAL_CM - Detailed information about the IT
% BO_VALOPR authorization visible
G CONFIG_IT Anwendungssystem:
& CONFIG_MD Murex
% FO_INV Teilanwendung:
@ FO_MGT Murex
@ FO_RET _ .
& Fo_SAL Beschreibung Teilanwendung:
Zentrale Treasury Applikation
& FO_SIMURO
@ FO_SPT Zugriff:
a, FO_SYN Schreiben




Object Role

Objekte x
Filter... Q ><| ENS A
Name Version
> BRC ~
> BRT
v IBT
v BB T_Modellierungsrollen
G2 Handler 1.00
G2 T 1 Funding 1.00
G2 T 1 Privatkunden 1.00
GAT1TL 1.00
GrTs 1.00
GATsTL 1.00
GATBL 1.00
v & T_Organisationsrollen
@ oRrG_T01 0.01
(@ oRrG _T06 0.01
> B T_Spezialrollen
() APPSERVER_TOOLSTACK  0.01
(GA HAENDLER_EINLAGEN 3.00
(GA HAENDLER_INV 2.00

(% HAENDLER_EINLAGEN 3.00 7

9 ™

¥ Stsndard  *

Stammdaten
Allgemsin
‘Organisation
Aufgaben (DEMI)
Anderungen

Lebenzzykdus

T

Mame: €

HAENDLER_EINLAGEN

Beschreibung:

Funktionsrolle fiir Einlagengeschaft

Rollentyp:

Funktionsrolle

= IT-Berechtigungen:

Typ Nama
1 & | ADMIN-LESE
2 | B | APEX_DISPOTOOL_FXD_FXPOS_R
3 | % | APEX_DISPOTOOL_FXD_R
4 B, | Abschluss von Handelsgeschafien in FX
8 2 Abschluss von Handelsgeschafien in FX
[} 8, | Abschluss von Handelsgeschafien in FX
7 8 | Abschluss von Handelsgeschaften in FX
& | B | Admin_KUNDE(POF-Plattfarm)
8 | B | CGN_CAP_CONSUMERS
10 | B | CGN_CON_DWH_T_APM_ALLG
11 | B | CGN_CON_DWH_T_KDN_ALLG
12 | % | CGN_SYS_PROD
12 8 | CRM_BU_Deutschland
14 | & | CRM_Benutzer
15 | B | CRM_POS_T1-Miarbeiter
o o
17 2, Read-Onhy
12 G Trader
12 & | Trading

Roles are now only created in

Adonis NP

Release workflow ensures

transparency

Changes to the roles are
transferred to TIM and the DL.

Archiving and historization in

Adonis NP

Coverage of the complete Role-

Life-Cycle

Assignment of roles to employees




Object Employee

0 HAEMDLER_EINLAGEN ( Ralle )

' Aufgabeld]
% (Eingehend) Mitarbeit/Mitwirkung]4]
Handel benachrichtigen
Handel benachrichtigen
Relevanta Daten prifen
Relevante Daten prifen
' (Eingehand) Zu informieren]z]
Andensngen und Sollsalden sichten
Andensngen und Sollsalden sichten
' Banutzer]Z]
% (Ausgehend) Rollenverantwortiicher]1]

™ -

" (Eingehend) Hat Rolle[1]

E.--:smz??a]
' Barechtigung[12]

% (Ausgehend] IT-Barechtigungen[12]
B Abschluss von Handelsgeschaften in FX
8 Abschluss von Handelsgeschafien in FX
B Abschluss von Handelsgeschafien in FX
& Abzchluss von Handelsgeschafen in FX
8, ADMIN-LESE
8, Admin_KUMDE(PDF-Plattfiorm)

8, APEX_DISPOTOOL_FXD_FXPOS_R

_f (s212779)
V- @

T Stndard ¥
Name:
Allgemein 212770
Vorname:

Nachname:

E-Mail:

G Fihrungskraft:

e Name

™ HatHolle: &

¥p Mame
1 | @ | BASISROLLE INTERN R-U 4.00
2 | @ |DALEGR100
3 @ DTSV R100
4 () | HAENDLER_EINLAGEM 3.00
5 @ | «REDA_TSYZ.00
5 @ | MUREX_SYN2.00
7T @  MUREX_TSY z.00
g @ omMToS BIETERZ.O0

= Zugeordnete Organisationseinheit:

E,i" Bearbeiten

Weralan Status

4.00 v

1.00

1.00

3.00

2.00

2.00

2.00

AU TN S SR SRR

2.00

XE.ox

<

LU R L L L
bl I i R

User objects are
imported/synchronized from AD

Assignment/request of roles via
TIM-WF

Archiving and historization in
Adonis NP

Coverage of the complete user life
cycle

Transparency about roles and their
contents (need-to-know)




Object Recertification

Roles Recertification

ERT Y c; . Dashboards for role and user
recertification

[ Rollen Rezeri DA_LEG R
(%, Rollen Rezert DA_PERS_,

w===2 User recertification

', Rollen Rezert DA_PERS_} Lok | Kein Handlungsbedar’ L

[Fu Rollen Rezeri DA_PERS_F_A Objekte % (&L Nutzer Rezerts212876 00/22 57 <

& Rollen Rezert DA_PERS_GL

N [ Fiter o~ G
oo QX B & & i 9 ®

Documentation of the entire

%, Rollen Rezert DA_RT 0%/21 || MName ersion Y B Berechtigungsmanagement >
e L Nutzer Rezert 5212521 00/ oo - Funktionsrollen:
%, Rollen Rezert DA_SA_C 082 Algemein n . "
P | Nutzer Rezen s2120420022  1.00 — Rolle Enmertung Folgeaktion Rolls Kemmentar te St a Ct I O r ‘
- S . Benutzerrezertfizierung EP
&, Rollen Rezert DA_TSY_A0BE Nutzer Rezert s212870 001 oot 1 | RT_SACHEEAI ok Kein Handlungspedarf
P—— | 1o Berachtigungsmanagemant
N R . Spezialrollen:
. Rollan Rezert DA_TSY_0100¢ oo Lesenszyidus
Ty——— | [y Nutzer Rezert s212710 0022 1.00 Ralie Enwertung Folgsaktion Rofle Kemmentar
(5} Rollen Rezert DA, TSY. Call) [ Nutzer Rezert 2127480022 0.01 1| DA_KRED_R1.00 ok Kein Handlungsbedart G t . f f
ool B e 2 onca - ——— eneration or measures 10r
(&, Rollen Rezert DA_TSY_R 08 [Ea Nutzer Rezert s212 1.00 a . F ok Kein Handlungsbedart
- . .
(84 Roiten Regast 0a, TS, Sl (B Nutzer Rezert s212782 00" 001 m O n |tO rl n ( (
(%, Rolien Rezert DATABASE_ AN [B Nutzer Rezert 5212817 001 Einzelberschtigungzn
——— | (5 Notzer Rezen 52128490022 1.00 Einzelberschtigung Rolls Abglelchssrgnnis Etawertung Foigsaktion Kommentar
(&} Rollen Rezert DGFIS_ACCMY [ Nutzer Rezert 52128530022 0.0 1 a8 BT SACHEEARE_SYSTEVE Nur Sl ok Kein Handlungsbedart
[%, Rollen Rezert DAM 08721 [B Nutzer Rezert 5212857 00" 001 N . . e oozt
ol ur Ist in Handlungsbedar
Rollen Rezert DWH_ASHAEN [© Nutrer Rezerns2128800022  0.01
- - 2 Nur Ist ok Kein Handlungsbedart
(%, Rollen Fezert DWH_FINRER, (5 Nutzer Rezert 2128780022 1.00 -
- - | 4 Nur Ist ok Kein Handlungsbedart
e : & : — Complete documentation
il ur ist in Handlungsnedar
[, Rollen Rezert EFIS_ADMINGE (8 Nutzer Rezert s212801 0022 1.00
. = ~ ] Nur Ist ok Kein Handlungsbedar?
%, Rollen Rezert ENTW_DWH 08 (@ Nutzer Rezert s212808 0022 0.01
= N 7 ERAZ Nur Ist ok Kein Handlungsbedart
%, Rollen Rezert Emw_msnl (5 Nutzer Rezenis2120220022 01
8 SRTANGROINVOICE APPROV Nur Ist ok Kein Handlungsbedart
[ Rollen Rezert ESS_VERTRIEF [B Nutzer Rezerts2120860022  0.01 ER
[5}, Rollen Rezert E55_VERTRIE [B nutzer Rezenz2i2ees 0022 001 @ sIDz Nur st ok Kein Handlungsbedarf
[%s Rollen Rezert ESS_VERTRIE Nutzer Rezert 52120200022 0.01 10 Nur Ist ok Kein Handlungsbedar?
', Rollen Rezert E55_VERTRIEH Nutzer Rezer 2130430022 1.00 1 Nur Ist ok Kein Handlungsbedarf
[%s Rollen Rezert ESS_VERTRIE Nutzer Rezert 521305000722 0.01 12 Nur Ist ok Kein Handlungsbedar?
(5 Rollen Rezert E5S_VERTRIE [ nutzer Rezert 2130880022 0.01 12 Nur lst ok Kein Handlungsbedart
[Ek Rollen Rez=rt E5S_VERTRIEF [E Nutzer Rezerts21320300022 0.0 14 Nur Ist ok Kein Handlungsbedarf
(5 Rollen Rezert E5S_VERTRIE (8 Nutzer Rezerts213237 0022 0.1 15 Nur Ist ok Kein Handlungsbedarf
[ Nutzer Rezert 2132480022 0.01 18 Nur Ist ok Kein Handlungsbedar?
[ Nutzer Rezens2132800022 0.1 7 Nur Ist ok Kein Handlungsbedart
[ Nutzer Rezert 52132240022 001 18 Nur Ist ok Kein Handlungsbedart
[@ reutzer Rezen s2122880022 001 1 Nur Ist ok Kein Handlungsbedarf
[ Nutzer Rezenis2132020022 001 o) Nur Ist ok Handlungsbedart
[B Nutzer Rezert 2132070022 0.01
& 21 Nur Ist ok Kein Handlungsbedarf
B Nuter Rezen 52133200022 0.01
[8 Nutzer Rezert 52133220022 0.01 2 Nur Ist ok Kein Handlungsbedarf
[ Nutrer Rererts2123220022  0.01 2 Nur st ok Kein Handlungsbedarf

(5 Nutzer Rezert s213325 0022 0.01 2 24 | PM_zeb_GmbH_OBJEKTVERWA Nur Ist ok Kein Handlungsbedarf




Architecture Authorization Management (Scheme)
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Architecture Authorization Management (Scheme)

= Role definition and modeling
Adonis NP = Administration incl. release workflow, historization and versioning
= Documentation of the control procedures

= Dashboards for roles and user recertification

Adonis
GRC

= Implementation of role and user recertification
= Management and tracking of measures resulting from recertification

= Personnel change

TIM = Requesting and changing roles (user profile request)
Workflow = "Further processing" of the measures from recertification and role change
= Interface to the service provider

Robotics = Among other things, daily loading of the central authorization reporting system




Redesign/optimization
of the Identity- & Role- Lifecycle (Scheme)

(
.

The authorization request as a central process of the identity & user lifecycle

Administration /

[}
9 Admission D Change D Dormant AV
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Results and Conclusion

Roles are an elementary part of every organization

Clarity and awareness of the roles assigned to each colleague (also
applies to "non" functional roles).

Linking tasks and responsibilities in the
Context of Identity and Access Management (IAM)

Process automation and efficiency improvement:
= Role Lifecycle (application and award process, recertification and roles)
= |dentity Lifecycle (personnel change process)

Increasing transparency and efficiency




Thanks a lot!

Nico Teutsch
chief operating officer
ADELTA.FINANZ AG

teutsch@adeltafinanz.com




