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The Importance of Roles1

Why Roles?

▪ Roles are a simple method to distribute responsibilities
▪ Roles help companies to understand what tasks need to be 

done in a team/area/company
▪ Roles are the smallest organizational unit

1 New Narratives #14, page 48ff



The Importance of Roles1

What are Roles? 

▪ In contrast to a position or a job, roles are intended to be 
more small-scale and modular, allowing responsibility to be 
distributed flexibly. Each role describes a clearly defined 
area of responsibility that can also be transferred from one 
person to another.

1 New Narratives #14, page 48ff



The importance of roles1

In order to classify:

▪ One person can easily fill multiple roles; but the more there 
are, the better the self-organizing ability of the person 
assigned to the role should be (they must be able to 
prioritize across many roles).

▪ Each organizational unit should define and assign a few 
standard roles. This can work on different levels, e.g. a 
moderation role but also a specific technical role.

1 New Narratives #14, page 48ff



Position vs. Role1

Position

▪ A position is rigid. A company advertises it and looks for a person to 
fill the position.

▪ A position is broadly defined. In classical organizations, each person 
holds exactly one position to be filled full time.

▪ The salary is linked to the position. In classical organizations there are 
fixed rules for this. So if you move to another position, you (usually) 
get a different salary.

▪ As already indicated: In classic organizations, each employee has 
exactly one position. If a new activity is needed, a new position is 
needed for it, which is filled with a new employee.

1 Klein, Hughes: The Loop Approach, page 109



Position vs. Role1

Role

▪ A role is flexible It is only created and filled when there is a 
there is a need for it. And abolished at any time when the need is 
fulfilled.

▪ A role is precise and thought of from a need. Do you need someone who 
takes care that new customers are entered into the CRM system? Then a 
role can be created for that.

▪ A role is not directly relevant to compensation. This was not going to 
work, if only because most employees have multiple roles. So new 
criteria for fair compensation are needed.

▪ In role mode, employees have several roles at the same time. These 
require different amounts of time and are partly located in other teams. 
Depending on the prioritization, an employee fills his or her respective 
roles with varying intensity.

Roles can be assigned to tasks, roles require 
(IT) resources, roles can be assigned to 
organizational units. 

→ Roles can be managed in ADONIS

Idea: Merge roles and IT authorizations in 
ADONIS

→ Development of an overarching role 
model

1 Klein, Hughes: The Loop Approach, page 109



Added value of an overarching 
Role Model

Develop roles

• Collect activities

• Cluster activities into roles

• Formulate name and purpose/use

• Assign roles

Role administration (optimize)

• Role-Life-Cycle - Reduction of effort for ordering and withdrawing, because 
ideally only the corresponding role has to be assigned according to demand.

• User-Life-Cycle - transparent implementation of Joiner / Mover / Leaver 
processes, because it is clearly defined when which role has to be assigned 
how/who to assign it to

• Responsibilities - by means of a transparent role model, responsibilities 
(DEMI) can be assigned in a comprehensible manner.

• User-friendliness - recognition of the procedural and organisational structure

• Recertification - significant reduction of effort during recertification
→ no check on an individual rights basis and/or individual user basis



Added value of an overarching 
Role Model

Regulatory requirements

• BAIT 5.23 - "User authorization management ensures that the 
authorizations granted are designed in accordance with the organizational 
and functional requirements of the institution".

• Separation of functions - avoidance of procedural conflicts through 
conflict-free modeling Avoidance of toxic authorization combinations

• Minimal principle - users only have permissions that are required for the 
activity and are clearly assigned to them.

A uniform role model guarantees regulatory compliance while 
simultaneously increasing efficiency



Best practice approach for an overarching role model

The role model ensures the congruence required by supervisory law. 
of IT authorizations to business requirements is ensured.

Single
rights

Additional roller

Request role

OE roll

Basic role

The OU profile bundles authorizations that can be uniquely 
assigned to an OU and the processes located there.

The requirements profile bundles activity-dependent 
authorizations that are required to perform the specialist 
function.

Additional profiles bundles authorizations that are required to 
perform an additional activity (e.g.: outsourcing manager).

Individual rights are assigned in addition to the three profile 
types with bundled authorizations. These rights have neither an 
OU nor an activity reference.

e.g.: Login-PC, Outlook...

e.g. team drives and mailboxes

e.g.: activity-dependent 

application roles

e.g.: project drives

e.g.: application roles for 

additional activities

The basic profile bundles basic authorisations to be assigned to 
each company employee.

The role model bundles authorizations in basic, OU and request roles, 
each of which refers to basic functionalities, OU-specific functionalities or 
functional activities. 
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Object IT-authorization

Daily import from master system

Inventory reconciliation or 
modification of the individual rights

After creation, IT authorization can 
be assigned to a role

Detailed information about the IT 
authorization visible



Object Role

Roles are now only created in 
Adonis NP

Release workflow ensures 
transparency

Changes to the roles are 
transferred to TIM and the DL.

Archiving and historization in 
Adonis NP

Coverage of the complete Role-
Life-Cycle

Assignment of roles to employees



Object Employee

User objects are 
imported/synchronized from AD

Assignment/request of roles via 
TIM-WF

Archiving and historization in 
Adonis NP

Coverage of the complete user life 
cycle

Transparency about roles and their 
contents (need-to-know)



Object Recertification
Roles Recertification

User recertification

Dashboards for role and user 
recertification

Documentation of the entire
"test action“

Generation of measures for 
monitoring (GRC)

Complete documentation



Architecture Authorization Management (Scheme)

Directly connected 

applications

Applications 
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Architecture Authorization Management (Scheme)

Adonis NP

Adonis 
GRC

TIM 
Workflow

Robotics

▪ Role definition and modeling

▪ Administration incl. release workflow, historization and versioning

▪ Documentation of the control procedures 

▪ Dashboards for roles and user recertification

▪ Implementation of role and user recertification

▪ Management and tracking of measures resulting from recertification

▪ Personnel change 

▪ Requesting and changing roles (user profile request)

▪ "Further processing" of the measures from recertification and role change

▪ Interface to the service provider

▪ Among other things, daily loading of the central authorization reporting system
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Admission Change

Transfer of 
responsibility

Exit

Dormant AV

Delegation

Change authorization (new, change, delete)

Personnel 

change

Role

recertification

User 

Recertification

Role change

The authorization request as a central process of the identity & user lifecycle

Redesign/optimization 
of the Identity- & Role- Lifecycle (Scheme)



Roles are an elementary part of every organization 

Clarity and awareness of the roles assigned to each colleague (also 
applies to "non" functional roles).

Process automation and efficiency improvement: 
▪ Role Lifecycle (application and award process, recertification and roles)

▪ Identity Lifecycle (personnel change process)

Increasing transparency and efficiency

Results and Conclusion

Linking tasks and responsibilities in the 
Context of Identity and Access Management (IAM)



Thanks a lot! 

Nico Teutsch
chief operating officer
ADELTA.FINANZ AG

teutsch@adeltafinanz.com


