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1. Scenario Overview

The ADONIS Connect for Power Bl scenario enables a connection between the data stored in ADONIS and Power

BI.

Note: This document focuses on the integration with ADONIS. Integration with ADOIT and ADOGRC is also
possible.

The current version of the module supports the following features:

The following image shows one page of the predefined template in Power Bl containing data retrieved from

Quick start with the predefined template: Use the predefined dashboard to visualize your key BPM
data in Power BI. By inserting your URL, the dashboard will automatically be updated with your data from

ADONIS.

Reports: It is possible to embed your Power Bl dashboard in MS Teams or MS PowerPoint to keep your

colleagues in the loop of the current state of your Process Management Portfolio.

Real-time Synchronization: View your ADONIS data in real-time in Power BI by synchronizing your

dashboard or configure the dashboard to update itself at certain intervals.

Personalize your dashboard: Change the colors, content and shapes of your graphic presentations

quickly and easily by leveraging the data from your ADONIS repository without coding.

ADONIS:

Risks
-

07.01 Internal Fraud
07.01.01 Unauthorized activity
07.01.01.01 Transactions not reported (intentional)

07.01.01.02 Transaction type unauthorized (W/monetary
loss)

07.01.01.03 Mismarketing (intentional)

07.01.01.04 Decision to provide credit against internal
rules

07.01.02 Theft and Fraud
07.01.02.01 Fraud / Credit fraud / with value

07.01.02.02 Theft / Extortion / Misapropriation / Robbery
07.01.02.03 Misuse of property

Process

CP.01 Advise Customer
CP.01.00 Create new customer
CP.01.00.01 Check for connected Clients

CP.01.01 Prepare and conduct consultation for Private
Customers (PC)

CP.01.02 Prepare and conduct consultation for Business
Customers (BC)

CP.02 Financing
CP.0201.01-P1 Prepare credit request

CP.0201-P1 Create credit application (private customer)
CP.0201-P2 Create financing request

CP.0201-P3 Create lombard loan request

<

Count of Risks

Likelihood

| I
2
0
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Figure 1: Dashboard in Power Bl showing Risks that are connected to Processes in ADONIS.




2. Architecture

The connection between ADONIS and Power Bl is realized through the usage of the ADONIS Standard REST API.
Power Bl needs the BASE URL of the ADONIS version that the user is currently using. How this is done will be
demonstrated in the next chapter.

3. Setup

3.1 Prerequisites
ADONIS 11.0 or higher and Power Bl Desktop 2.9 or higher must be installed.

However, the following description is done by using ADONIS 14.0.
Note: If you use an older version than ADONIS 14.0, please go to Chapter 6 after completing step 3 of chapter 3.2.

3.2 Unlock Basic Authentication in Administration Toolkit
1. Library Management

To access the ADONIS data in Power BI, Basic Authentication must first be allowed in the Administration Toolkit.
In order to do this, open Administration Toolkit and click on the “Library Management” menu. Then click on
“Component Settings” and expand the list of Component Settings by clicking on the plus sign. Further, open
“Standard RESTful services” and double-click on “General”.

=] Library Management

Libraries | Settings = Component Settings

RIS f=0
[= & ADONIS - BPMS Metamodel 14.0 [8.1]
#14) Authentication
+ [ Chart Templates
#4) ClamAV Virus Scanner
+4) comman
-l Corporate identity
+ /8 Data actuality
#4| Element creation configuration
/% Excel import
# ¢) HTML Publishing
] Integration - Configuration
I Integration - Data Connectors

+- /3 Layout

Management Office Integration
+- /8 Metamodel Profile Configurator

# Organisation Portal

+l+" Process analysis & optimisation
# I8 Process synchronisation
+- @ Property Filter
-/ Read & Explore Scenario A
+-£31 Release Workflows H
4= Reporting Board
il Settinge {opihe Denendency ligdeller
=g Standard RESTRul services

#1=| Textual view u
#14) Time Filter

-5 Validation

+14) Web Client

Figure 2: Open Standard RESTful services in ATK.




2. Enable MFB REST globally

Now, you have to enable Standard RESTful Services globally in the “Token” tab to use the authenticated REST
API. Nothing else has to be done in the “Token” tab.

Libraries | Settings | Component Settings Available Components Q:] Library Management @
L[5 & o = @ || settings for the Standard RESTful Services
= & ADOMNIS - BPMS Metamodel 14.0 [3.1] Definition of general setting for the Standard RESTiul Senvices
@4 Authentication
#£3 Chart Templates I Enable Standard RESTful Senvices globally I

B4 ClamAv Virus Scanner
&4} comman
&4 Corporate identity
' Data actuality
@l Element creation configuration REST security context : boc.rest.key.mfb. StandardRESTfulServices
% Excel import
#+4) HTML Publishing
i) Integration - Configuration

i) Integration - Data Connectors
I8 Layout
Management Office Integration
I8 Metamodel Profile Configuratar
# QOrganisation Portal
l#” Process analysis & optimisation
I8 Process synchronisation
@ Property Filter
M Read & Explore Scenario R
3 Release Workflows :
Reporting Board
.fr". Settings for the Dependency Modeller
--4* Standard RESTIUl services

'®. General

Tokens | BasicAuth | OAuth 2.0 | JWT

Figure 3: Enable Standard RESTful services.
3. Configure Settings for Basic Authentication

Now switch to the next tab “Basic Auth” and make sure that basic authentication is enabled. Further, enable all
repository scenarios as shown in Figure 4. After checking all scenarios click on “OK” to save your changes. Make
sure to restart the Application Server before you open ADONIS in the Web Client for the next step.

Settings for the Standard RESTful Services
Definition of general setting for the Standard RESTful Senices

Enable Standard RESTful Senices globally

Tokens | Basic Auth | OQAuth2.0 | JWT

Enable basic authentication

-REST scenarios:

-Repository scenarios:
Repository read APls

Repository write APls
Repository search APls

T
[ Users read APls

[ Users write APIs

-Metamodel scenarios:
["] Metamodel read APIs

I| oK |I| Cancel

Figure 4: Enable Basic Authentication.




4. Enable Basic Authentication for ADONIS

Basic Authentication is turned off by default in ADONIS. If you want to use the REST API with Basic Authentication,
you need to adapt the “Security settings” on the Admin Page. To open the Admin Page open a web browser and
navigate to the BASE URL of your respective ADONIS installation, which could look as follows:
“http://[<SERVER_NAME>:<TOMCAT_PORT>/ADONIS14_0/admin.view".

Note: This example uses ADONIS 14.0, please use your ADONIS version which should be 14.0 or higher for this
configuration. Also, to use the Admin Page, the user must have access rights to the Administration Toolkit.

Next, enter your credentials (if needed) and log in. Once you are logged in, click on the three dots (...) on the top
left corner and click on “Authentication”.

Aval @  Authentication >
Scel B Licence Overview

Desi &= server

V& suppor ?

Cﬂ'n'uuu (5 B R R P P L

Figure 5: Admin View in ADONIS.

You will be lead to a new site, where you can configure your authentication settings. Click on the “Security settings”
button.

E= SAML settings | U Security seftings | B9 Licence Wamings "8 Language X Upload Ceriificates (1D Tracing  '® Reset Configuration & Download Template

Connectors

Type:STANDARD | Enabled

Standard Login
LDAF coupling: Disabled

TypeIDM | Disabled

IDM Login
LDAF coupling: Disabled

Type:'SAML | Disabled
LDAF coupling: Disabled

SAML 1

Figure 6: Open Security settings.




A new window will pop up with JSON code. You only have to allow basic authentication for all IP addresses by
putting “allow all” between the brackets. Search for the keyword “rest”. The code in the security settings should look
like this after editing:

Security

"sleeptime_max_attempts_overall™: 3eeea,
"sleeptime_max_attempts_per_ip": 600080
s
"orgportal_ip restrictions": [],
"reauthentication™: {
"brute-force": {
"clean_up_pericd": 60800,
"clean_up_threshold_ip": 10800000,
"clean_up_threshold user": 600000,
"max_attempts_overall™: 158,
"max_attempts_per_ip": 75,
"max_attempts_per_username": 15,
"sleeptime_max_attempts_overall": 38688,
"sleeptime_max_attempts_per_ip": 68800
s
"context_validity seconds™: 38,
"enabled": true
b
"rest": {

"allow cors”: false

"basicauth_ip restrictions": [
"allow all"

1,

"basicauth_roles™: [],

"brute-force": {
"clean_up_pericd": 60000,
"clean_up_threshold_ip": 10800000,
"clean_up_threshold user": 600000,

"max_attempts_overall"™: 158,

"max attempts per ip": 75

EEETE B

Figure 7: Allow Basic Authentication as Admin.




After saving your changes in the JSON code, make sure to save your changes in the admin view before logging
out.

PR < B ©rp &

ESsAMLsetings D Securiy settings £ Licence Wamings "8 Language ~ & Upload Certficates (D Tracing *®) Reset Configuration o Download Template

Connectors

Type:STANDARD | Enabled
LDAP coupling: Disabled

standard Login

e
=]

TypeIDM | Disabled
LDAP coupling: Disabled

1DM Login

e
=]

Type:SAML | Disabled

SAML 1 o
LDAP coupling: Disabled s @

®

Figure 8: Save changes.

4. Test the ADONIS Connect for Power Bl

Perform the following steps to test the ADONIS Connect for Power Bl and fill the template with your BPM data.

1. Start the services for ADONIS and open ADONIS in the browser. Then copy the BASE URL of your
ADONIS version.

Example: “https://myadonis-url/ADONIS14_0"

Note: We strongly advise using HTTPS instead of HTTP for all connections between Power Bl and
ADONIS, as HTTPS encrypts data, significantly enhancing the security of transmitted information. This is
essential to safeguard sensitive data and meet compliance with modern security standards. Please consult
with your IT or security team to ensure HTTPS is properly implemented and maintained in all integrations.

2. Open the predefined template that you have received from us via e-mail. A window should pop up asking
you to enter your BASE URL:

Process Management Portfolio

Template for Process Mangement Portfolio

REST Basis URL®D

Figure 9: Rest Basis URL.

3. Then enter the URL you copied earlier and add "/rest/2.0/” at the end.
Example: “https://myadonis-url/ADONIS14_0/rest/2.0/”




Note: Make sure that the ADONIS services are running, as Power Bl pulls the ADONIS data directly from
the ADONIS web client.

4. The data will not be able to load at first because you have to insert your ADONIS credentials to access
the data in Power BIl. A window will pop up, in which you have to switch to the “Basic” tab and enter your

credentials.
Access Web content x
Tr— @ https://myadonis-url/ADONIS14_0
Windowe User name
Web API

Organizational account

Figure 10: Enter ADONIS credentials in Power BI.

5. Once all these steps have been completed, the template should be filled with your data and your data will
be visualized in Power BI.

[ Ask a question about your data

Try one of these to get started

pUmBSroriEspes

Show all suggestions

Process
Management
Portfolio

122 107 36 51 79

Count of Process Count of Risks Count of Organisational Count of Application Count of Document
Unit

%

Overview Process Classification Process Process t Risk Analysis Organisational Units Application Portfolio Documents | 4

Figure 11: Power Bl template with your ADONIS data.




5. Security

The user has to possess the rights to read the information from ADONIS.
The fact that Basic Authentication has to be permitted for Power Bl means that it is also generally enabled.

The template and instructions are provided "as is" and "as available," with BOC assuming no liability for the
information provided herein. Users are responsible for configuring communication and authentication between
Power Bl and ADONIS in compliance with their organization’s guidelines and security requirements. We strongly
advise consulting with IT and security professionals to verify compatibility and safeguard sensitive information.

In case one considers OAuth authentication to work with the template Microsoft recommends that the Data
Connectors should not use confidential secrets in their OAuth flows, as users may inspect the extension or network
traffic to learn the secret. You can learn more

6. ADONIS 11.0 - 13.0

In ADONIS 11.0 - ADONIS 13.0 it is not possible to allow Basic Authentication in the Admin View of ADONIS. Step
4 in chapter 3.2 is therefore not to be executed. The rest remains the same. Instead of step 4, however, the following
must be done:

Under the path webapps/<ADO>/WEB-INF/rest/RESTAuthorization.xml authentication must be allowed in the web
application. To do this, one must remove the comments around <entry
key="REST_BASIC_AUTHENTICATION">true</entry>. Open the file in a program where you can edit (e.g.
Notepad). Then delete the comments as mentioned above.

The code should look this in the end:

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Trusted RESTful callers with their secret key</comment>

<I-- True of the rest authentication secret is encrypted, otherwise false -->
<entry key="ENCRYPTED">true</entry>

<l-- The key and its secret.

If the ENCRYPTED flag is set to true then the secret must be encoded via ADOxx API ado.util.encrypt
(recommended). -->

<l--<entry key="%KEY%">%SECRET%</entry>-->

<entry key="REST_BASIC_AUTHENTICATION">true</entry>
</properties>

Make sure to restart the Web Server and the Application Server. After completing this step, you can continue
by doing the steps described in chapter 4

10


https://learn.microsoft.com/en-us/power-query/handling-authentication
http://java.sun.com/dtd/properties.dtd%22%3E




