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1.

Scenario Overview

The ADONIS Connect for Power Bl enables a connection between the data stored in ADO-

NIS and Power BI.

Note: This document focuses on the integration with ADONIS. Integration with ADOIT is
also possible with only minor metamodel adjustments.

The current version of the module supports the following features:

o Dashboard: There is a predefined dashboard for a Process Management Portfolio
in ADONIS that shows the most important data regarding your processes in ADO-
NIS. By changing the data source in Power BI, the dashboard will automatically be
updated with your ADONIS data. The dashboard can also be easily adapted, in
case you want to focus on different aspects of your applications.

e Reports: It is possible to embed your Power Bl dashboard in MS Teams or Pow-
erPoint to keep your colleagues in the loop.

e Real-time Synchronization: View your ADONIS data in real-time in Power Bl by
synchronizing your dashboard.

The following image shows an example of a dashboard in Power Bl which contains data

retrieved from ADONIS:

Risks
rFS

07.01 Internal Fraud
07.01.01 Unauthorized activity
07.01.01.01 Transactions not reported (intentional)

07.01.01.02 Transaction type unautharized (W/monetary
loss)

07.01.01.03 Mismarketing (intentional)

07.01.01.04 Decision to provide credit against internal
rules

07.01.02 Theft and Fraud

07.01.02.01 Fraud / Credit fraud / with value

07.01.02.02 Theft / Extortion / Misapropriation / Robbery
07.01.02.03 Misuse of property

Process

CP.01 Advise Customer
CP.01.00 Create new customer
CP.01.00.01 Check for connected Clients

CP.01.01 Prepare and cenduct consultation fer Private
Customers (PC)

CP.01.02 Prepare and conduct cansultation for Business
Customers (BC)

CP.02 Financing

CP.02.01.01-P1 Prepare credit request

CP.02.01-P1 Create credit application (private customer)
CP.02.01-P2 Create financing request

CP.02.01-P3 Create lombard loan request
< >
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Count of Risks

Likelihood

Likely (1- 4 times a year) ~ Often (4 - 12 times ayear)  Rarely (once every 1-5  Continuously (at least once  Unlikely (5 years or longer)
per month)

Detection
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/— 11(3548%)
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®Low
@ Very high
High
@Very low

5
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years)
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Impact

/—B(2581%)

Medium
High

@ Insignificant
Moderate

@ Very high

®Llow

‘7 (22,58%)

9
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». Architecture

Communication between ADONIS and Power Bl is realized via a REST-URL. Power BI
needs the BASE URL of the ADONIS version that the user is currently using.

3. Setup

3.1. Prerequisites
ADONIS 11.0 or higher and Power Bl Desktop 2.9 or higher must be installed.

3.2. Unlock Basic Auth in Admin Toolkit
1. Library Management

To access the ADONIS data in Power Bl, Basic Auth must first be allowed in the Admin
Toolkit. To do this, open the Admin Toolkit and click on the "Library Management" sec-
tion. Then click on "Component Settings" and expand the ADONIS metamodel by click-
ing on the plus. Next, open “Standard RESTtful services” and select "General".

& ADONIS NP; Administration Toolkit (Admin) -
Libraries Edit Seftings Window Help

&' Library Management

Libraries ‘ Settings ‘ Component Settings

&£, BIA configuration
@ | ClamAv Virus Scanner
# @l Cluster Map configuration
@l common
#| Corporate identity
# I8 Data actuality
# | Element creation configuration
& ' Excel import
# =1, Gantt configuration
+ ) HTML Publishing
+ I8 Integration - Configuration

IM Integration - Data Connectors
+ [ Layout
®-= Management Office Integration
+ 1 Matrix configuration
+ I Metamodel Profile Configurator
#-% Organisation Portal
= [ Portfolio configuration
#1~ Process analysis & optimisation
% ® Property Filter
# | Read & Explore Scenario
=3 Release Workflows
#-— Reporting Board

= %" Standard RESTful services
'® General

1 Textual iew
=+ Time Filter
# o Validation

Figure 2: Component Settings — Admin Toolkit
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2. Settings Standard RESTful Services

The next step is to enable MFB REST globally in the “Token” tab and activate a technical

user from the default group.

Settings for the Standard RESTul Services
Definition of general setiing for the Standard RESTIW Services

~| Enable MFB REST globally

Tokens | BasicAuth | OAuth20
1eCnICal USer:

Ayailable Users

Nama
=@ Reader
# g8 Contritutor
% g Enterprise Architect
= @% Defautt group
:. Technical_ManagementOmcelniegration

[ a TECHNICAl_S1andalOnE STIUISerices

Selected User

3. Basic Auth

Then go to the "Basic Auth" tab and enable all repository scenarios. When all steps are

done, click "OK" and restart the application server.

(v| Enable MFB REST globally

Tokens | Basic Auth | OAuth 2.0

Enable basic authentication

-REST scenarios:

-Repository scenarios:
Repository read APls

Repository write APls
[v] Repository search APIs

-Users scenarios:
[] Users read APls

[] Users write APIs

-Metamodel scenarios:
[] Metamodel read APls
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3.3. Allow authentication in the web application

Under the path webapps/<ADO>/WEB-INF/rest/RESTAuthorization.xml authentication
must be allowed in the web application. To do this, one must remove the comments around
<entry key="REST_BASIC_AUTHENTICATION">true</entry>. Open the file in a program
where you can edit (e.g. Notepad). Then delete the comments as mentioned above.

The code should look this in the end:

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<comment>Trusted RESTful callers with their secret key</comment>

<l-- True of the rest authentication secret is encrypted, otherwise false -->
<entry key="ENCRYPTED" >true</entry>

<!-- The key and its secret.

If the ENCRYPTED flag is set to true then the secret must be encoded via ADOxx API
ado.util.encrypt (recommended). -->

<l--<entry key="%KEY%">%SECRET%</entry>-->

<entry key="REST_BASIC_AUTHENTICATION">true</entry>
</properties> <entry key="REST_BASIC_AUTHENTICATION">true</entry>

</properties>

4. Testthe ADONIS Connect for Power Bl

Perform the following steps to test the ADONIS Connect for Power Bl

Start the services for ADONIS and open ADONIS in the browser. Then copy the Base URL
of your ADONIS version, e.g.: http://localhost:8000/ADONIS13 0.

Then open the predefined template. A window should pop up asking you to enter your
Base URL.
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Process Management Portfolio

Template for Process Mangement Portfolio

REST Basis URL®

Then enter the rest base URL you copied earlier and add /rest/2.0/ at the end. Your input
should then look something like this: http://localhost:8000/ADONIS13 0O/rest/2.0/. Make
sure that the ADONIS services are running, as Power Bl pulls the ADONIS data directly
from the web.

Once all these steps have been completed, the template should be filled with your data
and your data will be visualised in Power BI.

5.  Security

The fact that Basic Authentication has to be permitted for Power Bl means that it is also
generally enabled.

However, this should not cause any security problems, as the user's credentials as well as
the repository and query ID are also required to gain access to the data.
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